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MALWARE AND VIRUSES
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Malware: Different Types

Ã A virus is a computer 
program that is capable of 
making copiesof itself and 
inserting those copies into 
other programs.

Ã A worm is a virus that uses 
a network to copy itself 
onto other computers.

Ã Spywareis software that aids in 
gathering information about a 
person or organization without 
their knowledge and that may 
send such information to 
another entity

Ã A Trojanoften acts as a 
backdoor, contacting a 
controller which can then have 
unauthorized access to the 
affected computer.

Ã A drive-by-downloadattack is a 
malware delivery technique 
triggered when the user visits a 
website.
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Malware Volume
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The AV-TEST Institute registers over 450,000 
new malicious programs every day http:// www.av- test.org /en/statistics/malware/



A Lot of Commercial Activity
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Cyber 
Security 
Market 
worth 
$155.74 
Billion by 
2019

http:// www.marketsandmarkets.com / PressReleases /cyber - security.asp



What is a Virus?

a program that can 
infect other programs 
by modifying them to 
include a, possibly 
evolved, version of 
itself

Fred Cohen, 1983



Brief History of Malware
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ǎƻŦǘǿŀǊŜΣ L ƘŀǾŜ ŀƴ !ǇǇƭŜέΦ ¦ƴŦƻǊǘǳƴŀǘŜƭȅΣ ǘƘƛǎ ƛǎ ŀ ƳƛǎƎǳƛŘŜŘ 
conclusion. Whilst the dangers are certainly much less than 
with Windows computers, they do exist nonetheless. 

Mac users who think they do not need to concern 
themselves have created an illusion. The claim that Apple 
users are less threatened than Windows users is currently 
still correct, but could change rapidly. 

It was the low market share of Macs that limited the 
attentions of online criminals; now that Macs are becoming 
more popular, this state of affairs is changing.

http:// www.itsecuritywatch.com /



Coevolution: Basic Setup

Ã Wait for user to 
execute an infected file

Ã Infect other (binary) 
files by modifying 
them

Ã Spread that way

Ã Identify a sequence of 
instructions or data

Ã Formulate a signature

Ã Scan all files

Ã Look for signature 
found verbatim

Ã Bottleneck: scanning 
speed
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Signatures
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Signatures Are Updated All The Time
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Coevolution: Entry Point Scanning

Ã Place virus at the entry 
point or make it directly 
reachable from the entry 
point

Ã Make virus small to avoid 
being easily noticed by 
user

Ã Entry point scanning

Ã Do exploration of 
reachable instruction 
starting with the entry 
point of the program

Ã Continue until no more 
instructions are found
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Coevolution: Virus Encryption

Ã Decryption routine

Ã Virus body

Ã Decrypt into memory, not 
do disk

Ã Set PC to the beginning of 
the decryption buffer

Ã Encrypt with a different 
key before adding virus to 
new executable

Ã Decryption (and encryption) 
routines (packers) used by 
viruses are easy to fingerprint

Ã Develop signaturesto match 
these routines

Ã Attempt to decrypt the virus 
body to perform a secondary 
verification (x-raying)
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Simple Decryption Routine
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Jumping Ahead: Similar Behavior in JavaScript
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Coevolution: Polymorphic

Ã Use a mutation engine to generate a 
(decryption routine, encryption routine) 
pair

Ã Functionally similar or the same, but 
syntactically very different

Ã Use the encryption routine to encode 
the body of the virus

Ã No fixed part of the virus preserved 
(decryption, encryption, body)

Ã Custom detection program 
designed to recognize specific 
detection engines

Ã Generic decryption (GD)
Ä Emulator

Ä Signature matching engine

Ä Scan memory/disk at regular 
intervals in hopes of finding 
decoded virus body
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Emulation Challenges
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Ã How long to emulate the execution? Viruses use 
paddinginstructions to delay execution. Can also use 
sleepfor a while to slow down the scanner.

Ã What is the quality of the emulator? How many CPUs 
to support? 

Ã What if decryption starts upon user interactions? How 
do we trigger it? 

Ã What about anti-emulation tricks?



AV: Static and Runtime

Ã Signature-based virus 
detection ςstatic 
techniques

Ã Emulation-based 
detection ςruntime 
technique

Ã Generally, both are 
used at the same time 
(hybrid)
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