Hiding Malicious Code In Images

SECURELIST THREATS v CATEGORIES» TAGS v  ENCYCLOPEDIA ST/

PNG Embedded - Malicious payload
hidden in a PNG file

By Thiago Marques on March 24, 2016, 9:56 am

Thiago Marques

One of the most complex tasks for the cybercriminals is to ensure their malicious code goes undetected by
antivirus and achieves its goal. For this, they have invesied a lot on more complex infection processes,
going beyond the traditional phishing and using techniques where the malicious payload is hidden in
encrypted files — even using a known file format. This is what we found in a new Brazilian Trojan in the wild:
it tries to conceal the malicious files in a PNG image. And the aftack starts with a simple phishing PDF.

Malware distribution

It looks like Brazilian cybercriminals follow the security news — this type of attack was publicized several
months ago in the US and now they are using the same method in Brazil. The phishing aspect used in this
campaign distributes a PDF attached to the email. The file is clean. The type of attack is the same as that
used to distribute an executable file or a .ZIP file containing the _pdf extension in the filename.
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MALWARE AND VIRUSES



Malware: Different Types

A virus IS a computer
program that is capable of
making copie®f itself and
Inserting those copies into
other programs.

Aworm is a virus that uses
anetwork to copy itself
onto other computers.

Spywareis software that aids in
gathering information about a
person or organization without
their knowledge and that may
send such information to
anotherentity

ATrojanoften acts as a
backdoor, contacting a
controller which can then have
unauthorized access to the
affectedcomputer.

Adrive-by-download attack is a
malware delivery technigque
triggered wherthe uservisitsa
website
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The AVTEST Institute registers over 450,000
new malicious programs every day http://  www.av test.org  /en/statistics/malware/



A Lot of Commercial Activity
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What I1s aVirus?

a program that can
iInfect other programs
by modifying them to
iInclude a, possibly
evolved version of

itself

Fred Cohen, 1983
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This paper introduces “computer viruses™ and examines
their potential for causing widespread damage to computer
systems. Basic theoretical results are presented, and the infeasi-
bility of viral defense in large classes of systems is shown
Defensive schemes are presented and several experiments are
deseribed
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1. Introduction

This paper defines a major computer security
problem called a virus. The virus is interesting
because of its ability to attach itself to other
programs and cause them to become viruses as
well. Given the widespread use of sharing in cur-
rent computer systems, the threat of a virus carry-
ing a Trojan horse [1,20] is significant Although a
considerable amount of wotk has been done in
implementing policies to protect against the illicit
dissemination of infermation [4,7], and many sys-
tems have been implemented to provide protection
from this sort of attack [12,19,21,22], little work
has been done in the area of keeping information
entering an area from causing damage [5,18] There
are many types of information paths possible in
systems, some legitimate and authorized, and
others that may be covert [18], the most com-
monly ignored one being through the user We will
ignore covert information paths throughout this
paper.

The general facilities exist for providing prov-
ably correct protection schemes [9], bui they de-
pend on a security policy that is effective against
the types of attacks being carried out. Even some
quite simple protection systems cannot be proven
‘safe’ [14] Protection from denial of services re-
quires the detection of halting programs which is
well known to be undecidable [11] The problem
of piecisely marking information flow within a
system [10] has been shown to be NP-complete
The use of guards for the passing of untrustworthy
information [25] between users has been ex-
amined, but in general depends on the ability to
prove program correctness which is well known to
be NP-complete

The Xerox worm program [23] has demon-
strated the ability to propagate through a network,
and has even accidentally caused denial of services
In a later variation, the game of ‘core wars’ [8] was
invented to allow two programs to do battle with
one another Other variations on this theme have
been reported by many unpublished authors,
mostly in the context of nighttime games played
between programmers. The term virus has also
been used in conjunction with an augmentation to
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Brief History of Malware
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with Windows computers, they do exist honetheless.

Macusers who think they do not need to concern

themselves have created an illusion. The claim that Appl«t

users are less threatened than Windows users is currentl
still correct, but could change rapidly.

It was the low market share of Macs that limited the

attentions of online criminals; now that Macs are becomirng
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Coevolution: Basic Setup
I

Antivirus

\AT(IES

A Waitfor user to
execute an infected file

A

% Infect other (binary) A

files by modifying
them

i Spread that way

ldentify a sequence of
Instructions or data

Formulate a signature
Scan all files

Look for signature
found verbatim

Bottleneck: scanning
Speed




Signatures
T

Input Data Packet
AA AB |AC AD |AE * | * |AF |AA AB AC AD AE | * | * |AF

* e Pattern can match ————s
from any offset

- Pattern can match up to 400 bytes >

«+«—— |f regex pattern, needa —
full state machine to process

Signature Database
AB |AC AD|AE | * | * AF
BB | BC  BD |+— 6 < num bytes <123 —=| BA | BB BC | BD
400 byte signature
60 byte signature |
13 byte signature

2|3




Signatures Are Updated All The Time

e

’
‘ Microsoft Security Essentials

Computer status - Protected

Normally,
updates are
released daily

Virus & spyware definitions status - Up to date

grooVvyrPost.c oI
Microsoft Security Essentials updjates'( A

your virus & spyware def

Definitions created on: 26,2010 at 3:01 PM
WYirus definitions version: 1.75.858.0
Spyware definitions version:  1.75.858.0




CoevolutionEntry Point Scanning
12 RN

5 Place virus at the entry A Entry point scanning
point or make it directly
reachable from the entry % Do exploration of
point reachable instruction

starting with the entry

oint of the program
i Make virus small to avoid P Prog

being easily noticed by

user # Continue until no more
/‘structlons are found

N\




CoevolutionVirus Encryption
I T

A
A

A

Decryption routine »  Decryption (and encryption)
: routines (packers) used by
Virus body viruses are easy to fingerprint

Decrypt into memory, not

do disk

i Developsignaturesto match

Set PC to the beginning of ~ theseroutines
the decryption buffer

Encrypt with a different A Attempt to decrypt the virus

key before adding virus to

new executable

body to perform a secondary
verification (xraying)




Simple Decryption Routine
L

Qoooo000  nop
oooo0001  nop
Q0000002 nop
Qoo00003 nop
agooooood pop eax
aoooooos  pop eax
agoooooo0e  pop eax
aoooooo? pop eax
oooooo00s  jmp Oxla
aoooo00s pop b
ao0oooodk dec ebhx
ooooo00s xor ecx,ecx
0000000E gt =
00000016 | loop Ox12 s the xor key
oooooo018  jmwp Ox1f

Qo0o0o0la  call Oxa

agooooolf push esp

Qoo00020  mwowv dword[0Oxedbdbdbe] eax
oooooozs  f2tp dwordl[ecx 44+0x3cbhdbdbd]
oooooo0ze =std

oooooo2d mowv cl,0x36

Qoooo02f  int Oxal

oooooosl ade byte[ezi] ,dh

Q0000033 aad OxkbSs

Q0000035 ss: dec edx

Code to decrypt



Jumping Ahead: Similar Behavior in JavaScript
s

| function kvaR2 () {
jFknneé = Math.PI;
XuCsEFU8 = Math.tan;
AMTthE4d = parselnt:;

Ch=aVl = 'length';
f=zhngs = 'te=st';
BulUsE2 = 'replace';

WHC1GXJE = AMTthR4 (~ ((iFknné & iFknné) | (~JFknné & 7
: : : 2y | (~WHC1GXJS

= [ Jwr = = i+ il Tl 1 = . s 1 = .
f*Encrypt By Dadong's J5XX 0.41 VIP#*/
new function () {
EDRhr0 = BES?EE{'&lQE&dGﬁ]EzY“kEb]#E,mSE[x_GDE]ij

- }:
= try {

if (v J ~ ‘\\d * £ / g[fshng5] (bfBoeXy5)) :
} catch (e) {

bfBoeXys = wHC1GXJE;




CoevolutionPolymorphic
I T

A Use a mutation engine to generate a i Custom detection program
(depryption routine, encryption routine) designed to recognize specific
air : :
g detection engines

A Functionally similar or the same, but

syntactically very different i Generic decryption (GD)
A Emulator
4 Use the encryption routine to encode A Signature matching engine

the body of the vi '
€ body ot the virus 4 Scan memory/disk at regular

intervals in hopes of finding
% No fixed part of the virus preserved decoded virus body

(decryption, encryption, body)




Emulation Challenges

How long to emulate the execution? Viruses use
paddinginstructions to delay execution. Can also use
sleepfor a while to slow down the scanner.

What is the quality of the emulator? How many CPUs
to support?

What if decryption starts upon user interactions? How
do we trigger it?

What about andemulation tricks?



AV: Static and Runtime

Signaturebased virus
detectionc static
technigues

Emulatiorbased
detection¢ runtime
technique

Generally, both are
used at the same time
(hybrid)



